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1. About this Manual

Thank you for purchasing a Moxa managed Ethernet switch. Read this user’s manual to learn how to
connect your Moxa switch to Ethernet-enabled devices used for industrial applications.

The following two chapters are covered in this user manual:

e Chapter 2: Getting Started
This chapter explains the initial installation process for Moxa switches. There are three ways to access a
Moxa switch’s configuration settings: serial console, Telnet console, and web console.

e Chapter 3: Featured Functions
This chapter explains how to access a Moxa switch’s various configuration, monitoring, and
administration functions. These functions can be accessed by serial, Telnet, or web console. The web

console is the most user-friendly way to configure a Moxa switch. In this chapter, we use the web
console interface to introduce the functions.

Moxa Managed Ethernet Switch User Manual 5



2. Getting Started

In this chapter we explain how to install a Moxa switch for the first time. There are three ways to access the
Moxa switch’s configuration settings: serial console, Telnet console, or web console. If you do not know the

Moxa switch’s IP address, you can open the serial console by connecting the Moxa switch to a PC’'s COM port
with a short serial cable. You can open the Telnet or web console over an Ethernet LAN or over the Internet.

Serial Console Configuration (115200, None, 8,
1, VT100)

7

NOTE

e You cannot connect to the serial and Telnet console at the same time.

e You can connect to the web console and another console (serial or Telnet) at the same time. However,
we strongly recommend that you do NOT do so. Following this advice will allow you to maintain better
control over the Moxa switch’s configuration.

NOTE

We recommend using PComm Terminal Emulator when opening the serial console. This software can
be downloaded free of charge from the Moxa website.

Before running PComm Terminal Emulator, use an RJ45 to DB9-F (or RJ45 to DB25-F) cable to connect the
Moxa switch’s console port to your PC’s COM port (generally COM1 or COM2, depending on how your system

is set up).
After installing PComm Terminal Emulator, open the Moxa switch’s serial console as follows:

1. From the Windows desktop, click Start > Moxa > PComm Lite Ver1.6 > Terminal Emulator.

Moxa
Mixstudio |
. PComm Lite Verl.6
E{? Library Programming Guide
@ Library Reference
%@2 PCormm Diagnostic
f PComm Monitor

ﬂ-PCom m Tern:una l_ Emulator

i Performance Analyzer -
1 Back
| I_?s:f:r" programs and files 0 |

2. Select Open under the Port Manager menu to open a new connection.

Comm Teminal Emulator M= E

Port Manager  Help

Open Chl+Al+0
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3. The Property window should open. On the Communication Parameter tab for Ports, select the COM
port that is being used for the console connection. Set the other fields as follows: 115200 for Baud
Rate, 8 for Data Bits, None for Parity, and 1 for Stop Bits.

Property

Communication Parameter | Term\naII File Transferl Capturing'

— COM Options ————————————————————
Parts :
Blaud Rate :
Data Bits :
Parity :

Stop Bits

r~ Flows Control Output State
I RTS/CTS DTR & OM ¢ OFF

™ XOM/HOFF RTS & ON ¢ OFF

Cancel

4. On the Terminal tab, select VT100 for Terminal Type, and then click OK to continue.

FProperty

Communication Parameter  Terminal I File Transfer I Eapturingl

Terminal Type : A
Dumb Terminal Option :
r~ Transmit

I | LoeAl| et

Send Enter' Kep As: ICH-LF 'l

~ Receive

CR Translation : IND Changed 'l
LF Tranzlation : IND Changed 'l

()3 I Cancel |

In the terminal window, the Moxa switch will prompt you to select a terminal type. Enter 1 to select
ansi/vt100 and then press Enter.

MO BtherDevice Switch [KS-6726 i
Console terminal type (1: ansifvt100, 2: wi32) o 1

5. The serial console will prompt you to log in. Press Enter and select admin or user. Use the down arrow
key on your keyboard to select the Password field and enter a password if desired. This password will
be required to access any of the consoles (web, serial, Telnet).

Model - IES-872&-T
Hare : Managed Redundant Switch 0Zc78
Lacation : Switch Location
Firmware Version : WVZ.&
Serial Ho : 0za7a
IFE : 132 .168.127.253
MAC Address : 00-30-E8-1B-55-24
+-————— +
+--———— | El=lup®s | -+
| Bccount - | user | |
| Bassword : +-———— + |
+--—-—— +

Moxa Managed Ethernet Switch User Manual 7



/7 NOTE

In firmware v3.9 or above on EDS-400A Series (except for the EDS-405A Series and EDS-408A Series),
EDS-500A Series, and EDS-P500A Series:

1. The default password assigned to the Moxa switch is moxa. Be sure to change the default password
after you first log in to help enhance security.

2. The password cannot be blank and please choose a strong password to enhance security.

3. When updating the firmware from v3.9 or below with the password set as blank, the console will
prompt you to set up a new password that has at least four characters.

The above measures also apply to the EDS-405A Series and EDS-408A Series in firmware v3.10 or later.

6. The Main Menu of the Moxa switch’s serial console should appear. (In PComm Terminal Emulator, you
can adjust the font by selecting Font... from the Edit menu.)

IKS-6726 geries V1.0

1 .Basic Settings - Basic settings for network and system parameter.

2 .Port Trunking - Allows multiple ports to be aggregated as a link.

2 SNMP Settings - The zettings for SNMP.

4 Comm. Redundancy - BEstabligh Bthernet comnunication redundant path.
5.Traffic Prioritization- Prioritize Ethernet traffic to help determinism.

6. ¥Yirtual LAN - Set up a VLAN by IEEES02.10Q VLAN or Port-based VLAN.

7 Multicast Filtering - Enable the multicast filtering capability.
2. Bandwidth Management - Restrict unpredictable network traffic.

9. Port Accegs Control - Port access control by IEEE802.1¥ or Static Port Lock.
a.4uto Warning - Warning email and/or relay output by events.

b.Line Swap - Fast recovery after moving devices to different ports.
c.5et Device [P - Assign [P addresses to connected devices.

d.Diagnosis - Test network integrity and mirroring port.

e Monitor - Monitor a port and network status.

f.MAC Address Table - The complete table of Ethernet MAC Address List.
g.Syaten log - The getting for Systen log, and Bvent log.

h.Exit Exit

- Use the up/down arrow keys to select a category,
and then press Enter to select. -

7. Use the following keys on your keyboard to navigate the Moxa switch’s serial console:

Key JFunction |
Up, down, right, left arrow keys, Tab Move the onscreen cursor

Enter Display and select options

Space Toggle options

Esc Previous menu

Configuration by Telnet Console

Opening the Moxa switch’s Telnet or web console over a network requires that the PC host and Moxa switch
are on the same logical subnet. You may need to adjust your PC host’s IP address and subnet mask. By
default, the Moxa switch’s IP address is 192.168.127.253 and the Moxa switch’s subnet mask is
255.255.255.0 (referred to as a Class B network). Your PC’s IP address must be set to 192.168.xxx.xxx if
the subnet mask is 255.255.0.0, or to 192.168.127.xxx if the subnet mask is 255.255.255.0.

/7 NOTE

To connect to the Moxa switch’s Telnet or web console, your PC host and the Moxa switch must be on the
same logical subnet.

Moxa Managed Ethernet Switch User Manual 8



/7 NOTE

When connecting to the Moxa switch’s Telnet or web console, first connect one of the Moxa switch’s
Ethernet ports to your Ethernet LAN, or directly to your PC’s Ethernet port. You may use either a straight-
through or cross-over Ethernet cable.

/7 NOTE

The Moxa switch’s default IP address is 192.168.127.253.

After making sure that the Moxa switch is connected to the same LAN and logical subnet as your PC, open
the Moxa switch’s Telnet console as follows:

1. Click Start > Run from the Windows Start menu and then Telnet to the Moxa switch’ s IP address from
the Windows Run window. You may also issue the Telnet command from a DOS prompt.

Run ﬂm

Type the name of a program, folder. document, or Internet
resource, and ‘windows will open it for you.

Open: Itelnet 192.168.127.253 =l

ak I Cancel | Browze... |

2. In the terminal window, the Telnet console will prompt you to select a terminal type. Type 1 to choose
ansi/vt100, and then press Enter.

MO¥n BEtherDevice Switch [KS-6726 i
Console terminal type (1: ansi/vtl00, 2 wt32) © 1

3. The Telnet console will prompt you to log in. Press Enter and then select admin or user. Use the down
arrow key on your keyboard to select the Password field and enter a password if desired. This
password will be required to access any of the consoles (web, serial, Telnet).

Model IES-6726
Name : Managed Redundant Switch 00000
Location : Switch Location

Firmware Version : V1.0

Serial No : 00000

IP : 192.168.127.253
MAC Address 00-90-E8-00-67-26
+ ___________________

| Account

| Pazsword :

+ _____________________________

g
/7  NOTE

In firmware v3.9 or above on EDS-400A Series (except for the EDS-405A Series and EDS-408A Series),
EDS-500A Series, and EDS-P500A Series:

1. The default password assigned to the Moxa switch is moxa. Be sure to change the default password
after you first log in to help enhance security.

2. The password cannot be blank and please choose a strong password to enhance security.

3. When updating the firmware from v3.9 or below with the password set as blank, the console will
prompt you to set up a new password that has at least four characters.

The above measures also apply to the EDS-405A Series and EDS-408A Series in firmware v3.10 or later.
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4. The Main Menu of the Moxa switch’s Telnet console should appear.

IES-6726 geries V1.0

1.Bagic Settings - Bagzic settings for network and zvstem parameter.
2.Port Trunking - Allows multiple ports to be aggregated as a link.

3 SNMP Settings - The settings for SNMP.

4 Comm. Redundancy - BEstablish Bthernet communication redundant path.
5.Traffic Prioritization- Prioritize Ethernet traffic to help determinism.

6. Virtual L&N - Set up a YLAN by [EEES80Z.1Q VLAN or Port-based VLAN.

7 Multicast Filtering - BEnable the multicast filtering capability.

2.Bandwidth Management - Restrict unpredictable network traffic.

9. Port Access Control - Port access control by [BEEEZ0Z.1¥ or Static Port Lock.
a.huto Warning - Warning email and/or relay output by events.

b.Line Swap - PFagt recovery after moving devices to different ports.
c.5et Device IP - Aszign IP addresses to connected devices.

d.Diagnosis - Test network integrity and mirroring port.

e Monitor - Monitor a port and network status.

f.MAC Address Table - The complete table of Ethernet MAC Address List.

. Systen log - The setting for System log, and Bvent log.

h.Exit Exit

- Use the up/down arrow keys to select a category,
and then press Enter to select. -

5. In the terminal window, select Preferences... from the Terminal menu on the menu bar.
6. The Terminal Preferences window should appear. Make sure that VT100 Arrows is checked.

Termminal Preferences

Terminal Dptions Emulation

ak.
[ Local Echa Y152
™ Elinking Cursar & WT-100/8M5] Cancel
W Block Cursor

Help

diil,

I & Fontz... |
Buffer Size: |25 Background Calor... |

7. Use the following keys on your keyboard to navigate inside the Moxa switch’s Telnet console:

Key Function
Up, down, right, left arrow keys, Tab Move the onscreen cursor
Enter Display and select options
Space Toggle options
Esc Previous menu
g
/7  NOTE

The Telnet console looks and operates in precisely the same manner as the serial console.

Configuration by Web Browser

The Moxa switch’s web console is a convenient platform for modifying the configuration and accessing the
built-in monitoring and network administration functions. You can open the Moxa switch’s web console usi
a standard web browser, such as Internet Explorer.

ng

/7 NOTE

To connect to the Moxa switch’s Telnet or web console, your PC host and the Moxa switch must be on the
same logical subnet.

Moxa Managed Ethernet Switch User Manual
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/7 NOTE

If the Moxa switch is configured for other VLAN settings, you must make sure your PC host is on the
management VLAN.

/7 NOTE

When connecting to the Moxa switch’s Telnet or web console, first connect one of the Moxa switch’s
Ethernet ports to your Ethernet LAN, or directly to your PC’s Ethernet port. You may use either a straight-
through or cross-over Ethernet cable.

/7 NOTE

The Moxa switch’s default IP address is 192.168.127.253.

After making sure that the Moxa switch is connected to the same LAN and logical subnet as your PC, open
the Moxa switch’s web console as follows:

1. Connect your web browser to the Moxa switch’s IP address by entering it in the Address or URL field.

/2 washingtonpost.com - News Front - Microsoft Internet Explorer _ (O] x|
. . s v o = @ @  »EE
‘ Flo E® View Favoies Took Hel J - . Q@ [&B 4 ‘ a

Hach Formwerd Stop  Refresh  Home Search
| Address | 102.168.127.253 =] @6

| H

2. The Moxa switch’s web console will open, and you will be prompted to log in. Select the login account
(admin or user) and enter the Password. This password will be required to access any of the consoles
(web, serial, Telnet).

MOXA  Industrial Rackmount Switch IKS-6726 Series

PiifRz
COUPLER

dundant Swito h 00000 Serial M

ocation

Account L admin v
FPasswiord

/7 NOTE

In firmware v3.9 or above on EDS-400A Series (except for the EDS-405A Series and EDS-408A Series),
EDS-500A Series, and EDS-P500A Series:

1. The default password assigned to the Moxa switch is moxa. Be sure to change the default password
after you first log in to help enhance security.

2. The password cannot be blank and please choose a strong password to enhance security.

3. When updating the firmware from v3.9 or below with the password set as blank, the console will
prompt you to set up a new password that has at least four characters.

The above measures also apply to the EDS-405A Series and EDS-408A Series in firmware v3.10 or later.
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After logging in, you may need to wait a few moments for the web console to appear

. Use the folders in

the left navigation panel to navigate between different pages of configuration options.

EtherDevice™ Switch EDS-408A Series

IP: 192.188

MOXA

Seral No

8548355
Z3061800 CPLR/TAIL

FAULT

(3 Vimunl LAN
# Mubticast Filteriag
{1 Bandwidth Masgement
4 Auto Waniig

{8 Lite So ot Baccrary
) Set Device [P
(] Diaguosis

G Masi

10 Industrial Protosod

T
WEBSERVER

Bear viewed ar resobation 1920 x L{£0

Welcome to the Web Console

See balow for a brief description of each finction groups, and then click on the tem i the left pane to access the item.

Basic Seftings - Basic settings for petwork gz p ters and system confi
SNMP Settings - The settings for SNMP.
i ication R Vv blish Ethernat path.

Traffic Prioritization
Virtual LAN

Multscast Filtering
Bandwidth Management
Auto Warning
Line-Swap Fast Recovery
Set Device IP

Diagnosis

Monitor

MAC Address Table

System log

- Priontize Ethernet traffic to increass determinism.

- Set up a VLAN by IEEE 802.1Q VLAN or Port-based VLAMN.

- Enable the multicast filtering capability.

- Restrict unpredictable nerwork traffic.

- Automatically send warning email and'or trigger velay output by event.
- Fast recovery after moving devices to different ports.

- Assign [P addresses to connected devices,

- The Settings for Mirror port, LLDF and use Ping command to test network integrity.
- Monitor port and network status.

- The complete list of Ethernet MAC Addresses.

- The settings for Syslog and Event log.

Disabling Telnet and Browser Access

If you are connecting the Moxa switch to a public network but do not intend to manage it over the network,
we suggest disabling both the Telnet and web consoles. This is done from the serial console by navigating to
System Identification under Basic Settings. Disable or enable the Telnet Console and Web

Configuration as shown below:

MOHA
Bzsic Settings
[Eassword]
[Bestart] [Factory default]
Systexr Identification

[Zoccessikle IE]
[Upgrade]

[BEort]
[Activate]

[Hetwork]

Etherlevice Switch IES5-&872&-T

[Time]

[Main menu]

[Backup Medial

Enter:

Tenu

Switch MName
Switech Location

Switch Lescripticn
Maintainer Contact Info

Serial NC.
Firrware WVersiocn
MAC Address

Telnet Caonacle
Hek Configuraticon
HWek Auto-logout (3)

[8T2e-252
[Switch Locaticon

[MCHAR IES-6726-T
[

0Ze78
VZ.g
00-90-E&8-1B-55-24

[Enakle ]
[http or httpa]
[a

Moxa Managed Ethernet Switch User Manual
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3. Featured Functions

In this chapter, we explain how to access the Moxa switch’s various configuration, monitoring, and
administration functions. These functions can be accessed by serial, Telnet, or web console. The serial
console can be used if you do not know the Moxa switch’s IP address and requires that you connect the
Moxa switch to a PC COM port. The Telnet and web consoles can be opened over an Ethernet LAN or the
Internet.

The web console is the most user-friendly interface for configuring a Moxa switch. In this chapter, we use
the web console interface to introduce the functions. There are only a few differences between the web
console, serial console, and Telnet console.

Configuring Basic Settings

The Basic Settings section includes the most common settings required by administrators to maintain and
control a Moxa switch.

System Identification

System Identification items are displayed at the top of the web console and will be included in alarm
emails. You can configure the System Identification items to make it easier to identify different switches
that are connected to your network.

System Identification

Switch Name Managed Redundant Switch 00000

Switch Location
Switch Description
Maintainer Contact Info

Web Configuration

Switch Location

IKS-G6824

http or https  ~

Web Auto-logout (s) 0

Age Time (s) 300

CPU Loading (past 5 seconds) 99%

CPU Loading (past 30 seconds) 10 %

CPU Loading (past 5 minutes) 10 %

Free Memory 60061004
Jumbo Frame Disable =
Jumbo Frame MAX (bytes) 9000

Moxa Managed Ethernet Switch User Manual
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Switch Name

Max. 30 characters

Description

This option is useful for differentiating between the roles or
applications of different units. Example: Factory Switch 1.

Factory Default
Managed Redundant
Switch [Serial no. of
this switch]

Switch Location

Max. 80 characters

This option is useful for differentiating between the locations
of different units. Example: production line 1.

Switch Location

Switch Description
Setting

Max. 30 characters

Description
This option is useful for recording a more detailed description

of the unit.

Factory Default

None

Setting

Max. 30 characters

Maintainer Contact Info

Description
This option is useful for providing information about who is
responsible for maintaining this unit and how to contact this

person.

Factory Default

None

Web Configuration

Disable No web service allowed
https or http Web connection via https or http
https only Web connection via https only

https or http

Web Auto-logout (S)

60 to 86400 (seconds)

Disable or extend the auto-logout time for the web
management console.

0 (disabled)

Age Time (S)

15 to 3825 (seconds)

The length of time that a MAC address entry can remain in the
Moxa switch. When an entry reaches its aging time, it “ages
out” and is purged from the switch, effectively cancelling
frame forwarding to that specific port.

300

CPU Loading

Read-only

Description
The CPU usage volume in the past 5 seconds, 30 seconds, and

5 minutes

Factory Default

None

Free Memory
Setting
Read-only

Description
The immediately free memory of the switch

Factory Default
None

Jumbo Frame

Enable

Enables the Moxa switch to support the Jumbo Frame function

Disable

Disables the Jumbo Frame function

Disabled

Jumbo Frame MAX (bytes)

Factory Default

The maximum length supported by the Jumbo Frame function {9000

Setting
1522 to 9000

NOTE

“Jumbo Frame” is supported by the IKS-G6000 series and the ICS-G7000 Series.
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Password

The Moxa switch provides two levels of configuration access. The admin account has read/write access of

all configuration parameters, and the user account has read access only. A user account can view the
configuration, but will not be able to make modifications.

Password Setting

Account MName : Iadmin 'l

Old Passward :

Type Old Passwoard I—
MNew Password |

Retype Password I—

/\  ATTENTION

In firmware v3.9 or above on EDS-400A Series (except for the EDS-405A Series and EDS-408A Series),
EDS-500A Series, and EDS-P500A Series:

1. The default password assigned to the Moxa switch is moxa. Be sure to change the default password
after you first log in to help enhance security.

2. The password cannot be blank and please choose a strong password to enhance security.

3. When updating the firmware from v3.9 or below with the password set as blank, the console will
prompt you to set up a new password that has at least four characters.

The above measures also apply to the EDS-405A Series and EDS-408A Series in firmware v3.10 or later.

Account
Description Factory Default
Admin This account can modify the Moxa switch’s configuration. admin
User This account can only view the Moxa switch’s configurations.
Password
Setting Description Factory Default
Old password
Enter the current pass None
(max. 16 characters) r urr password °
New password .
(Max. 16 characters) Enter the desired new password. None
Retype password (Max. . .
Enter the desired new password again. None
16 characters)

/7 NOTE

The valid special characters are (~!@#$%"&*-_];:,.<>[1{3()).
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Password Login Policy

This function only applies to the following: EDS-405A/408A, EDS-505A/508A/510A/516A/518A, EDS-
608/611/616/619, and EDS-P510, EDS-P510A Series.

In order to prevent hackers from cracking the password, Moxa switches allow users to configure a password
for their account and lock the account in the event that the wrong password is entered. The account
password policy requires passwords to be of a minimum length and complexity with a strength check. If
Account Login Failure Lockout is enabled, you will need to configure the Retry Failure Threshold and Lockout
Time parameters. If the number of login attempts exceeds the Retry Failure Threshold, users will need to
wait the number of minutes configured in Lockout Time before trying again.

Account Password and Login Management

Minimum Length 4 | (4~18)

[] Enable password complexity strength check
At least one digit (0~9)
Mixed upper and lower case letters (A~Z, a~z)

At least ona special character (~/@#§%*&*-_|;:, <>[{H))

[ Enable
Retry Failure Threshold !3 {1~10)
Lockout Time (min) [5 " (1~60)

Accessible IP List

The Moxa switch uses an IP address-based filtering method to control access.

Accessible IP List

" Enable the accessible IP list ("Disable” will allow all IP's connection)
ndex [P icthfask
1 [ ] [ ]

&L ~N &6 & A& W N

0w [ ] [ ]
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You may add or remove IP addresses to limit access to the Moxa switch. When the accessible IP list is
enabled, only addresses on the list will be allowed access to the Moxa switch. Each IP address and netmask
entry can be tailored for different situations:

¢ Grant access to one host with a specific IP address

For example, enter IP address 192.168.1.1 with netmask 255.255.255.255 to allow access to
192.168.1.1 only.

¢ Grant access to any host on a specific subnetwork

For example, enter IP address 192.168.1.0 with netmask 255.255.255.0 to allow access to all IPs on
the subnet defined by this IP address/subnet mask combination.

¢ Grant access to all hosts
Make sure the accessible IP list is not enabled. Remove the checkmark from Enable the accessible IP
list.

The following table shows additional configuration examples:

Hosts That Need Access Input Format

Any host Disable
192.168.1.120 192.168.1.120 / 255.255.255.255
192.168.1.1 to 192.168.1.254 192.168.1.0 / 255.255.255.0

192.168.0.1 to 192.168.255.254

192.168.0.0 / 255.255.0.0

192.168.1.1 to 192.168.1.126

192.168.1.0 / 255.255.255.128

192.168.1.129 to 192.168.1.254

192.168.1.128 / 255.255.255.128

Port Settings

Ethernet Port Settings

Port settings are included to give the user control over port access, port transmission speed, flow control,
and port type (MDI or MDIX).

Port Settings

1-1 100TX R4S, | | [Auto v| [Disable v| c

12 100TX,RJ45. | | [ato  ~| [Disable v

1-3 100TX,RJ45. | | |Auto v| [Disable v|

1-4 100TX R.J45. | | [ Auto v| [Disable v|

15 1007 R.45. | | | auto v| [Disable v|

1-6 100TX R.45. | | | Auto | [Disable ] | Auts =

i 100TX R4S, i | [Auto v| [Disable v|

1-8 100TX RJ46. | | [aste  +| |Disable v|

2-1 100TX R4S, | | [Auto v| [Disable v|

2-2 100TX,RJ45. | | [Atto  ~| [Disable v

2-3 100X, RJ45. | | [ Auto v| [Disable v|

2-4 100TX, RJ45. | | [ Auto v| [Disable v| v

Description Factory Default

Checked Allows data transmission through the port. Enabled
Unchecked Immediately shuts off port access.
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/\  ATTENTION

If a connected device or sub-network is wreaking havoc on the rest of the network, the Disable option
under Advanced Settings/Port gives the administrator a quick way to shut off access through this port

immediately.

Description

Media type Displays the media type for each module’s port N/A
Name

Description Factory Default
Specifies an alias for the port to help administrators

Max. 63 characters differentiate between different ports. Example: PLC 1 None

Speed

Setting  Description _________[Factory Default |
Allows the port to use the IEEE 802.3u protocol to negotiate

Auto with connected devices. The port and connected devices will
determine the best speed for that connection.

1G-Full Auto

100M-Full

100M-Half Choose one of these fixed speed options if the connected
Ethernet device has trouble auto-negotiating for line speed.

10M-Full

10M-Half

FDX Flow Ctrl

This setting enables or disables flow control for the port when the port’s Speed is set to Auto. The final
result will be determined by the Auto process between the Moxa switch and connected devices. Flow control
should be enabled on both the ingress and egress ports of the Moxa switch as well as being enabled
between both ends of the Moxa switch and the connected devices.

Setting Description __|Factory Default
Enable Enables flow control for this port when the port’s Speed is set
to Auto. Disabled
. Disables flow control for this port when the port’s Speed is set
Disable
to Auto.
MDI/MDIX
Setting Descripton ________________|Factory Default
Allows the port to auto-detect the port type of the connected
Auto . .
Ethernet device and change the port type accordingly. Auto
MDI Choose MDI or MDIX if the connected Ethernet device has
MDIX trouble auto-negotiating for port type.
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Network Parameters

Network configuration allows users to configure both IPv4 and IPv6 parameters for management access
over the network. The Moxa switch supports both IPv4 and IPv6, and can be managed through either of
these address types.

A brief explanation of each configuration item is given below.

Network Parameters

IPv4
Auto IP Configuration Disable -
Switch IP Address |1 92 168127251
Switch Subnet Mask |255.255.255.U
Default Gateway |
15t DNS Server IP Address [
2nd DNS Server IP Address [
Dhcp Retry Periods [ (@-30)
Dhecp Retry Times l— (0-65535)
IPv6

Global Unicast Address Prefix

Global Unicast Address |
Link-Local Address |

IPv4

The IPv4 settings include the switch’s IP address and subnet mask, as well as the IP address of the default
gateway. In addition, input cells are provided for the IP addresses of a 1st and 2nd DNS server.

Auto IP Configuration

Description Factory Default
Disable The Moxa switch’s IP address must be set manually.
By DHCP The Moxa switch’s IP address will be assigned automatically by
Y the network’s DHCP server. Disable
The Moxa switch’s IP address will be assigned automatically by
By BootP ,
the network’s BootP server.
Switch IP Address

Description Factory Default

IP address for the Moxa

switch Assigns the Moxa switch’s IP address on a TCP/IP network. 192.168.127.253

Switch Subnet Mask

Description Factory Default
Identifies the type of network the Moxa switch is connected to
(e.g., 255.255.0.0 for a Class B network, or 255.255.255.0 for [255.255.255.0
a Class C network).

Subnet mask for the
Moxa switch

Default Gateway

Description Factory Default
Specifies the IP address of the router that connects the LAN to
an outside network.

IP address for gateway None
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DNS IP Address

Setting Description Factory Default
Specifies the IP address of the DNS server used by your

IP address for DNS network. After specifying the DNS server’s IP address, you can None

server use the Moxa switch’s URL (e.g., www.PT.company.com) to

open the web console instead of entering the IP address.
Specifies the IP address of the secondary DNS server used by
your network. The Moxa switch will use the secondary DNS None

IP address for 2nd DNS

server server if the first DNS server fails to connect.

DHCP Retry Periods

Setting Description Factory Default
1to 30 Users can configure the DHCP retry period manually 1

DHCP Retry Times

0 to 65535 Users can configure the times of DHCP retry manually 0

IPvG6

The IPv6 settings include two distinct address types—Link-Local Unicast addresses and Global Unicast
addresses. A Link-Local address makes the switch accessible over IPv6 for all devices attached to the same
local subnet. To connect to a larger network with multiple segments, the switch must be configured with a
Global Unicast address.

Global Unicast Address Prefix (Prefix Length: 64 bits) Default Gateway
Setting Description Factory Default
The prefix value must be formatted according to the RFC 2373
“IPv6 Addressing Architecture,” using 8 colon-separated 16-bit
hexadecimal values. One double colon may be used in the None
address to indicate the appropriate number of zeros required
to fill the undefined fields.

Global Unicast Address
Prefix

Global Unicast Address
Setting Description Factory Default
Displays the IPv6 Global Unicast address. The network portion
of the Global Unicast address can be configured by specifying
the Global Unicast Prefix and using an EUI-64 interface ID in
the low order 64 bits. The host portion of the Global Unicast
address is automatically generated using the modified EUI-64
form of the interface identifier (Switch’s MAC address).

None None

Link-Local Address

Description Factory Default
The network portion of the Link-Local address is FE80 and the
host portion of the Link-Local address is automatically
generated using the modified EUI-64 form of the interface
identifier (Switch’s MAC address)

None None

Neighbor Cache

fe0.: 290 eBff fele: e02 00-590-e3-0e-0e-02 Reachable

Neighbor Cache
Description Factory Default
The information in the neighbor cache that includes the

None neighboring node’s IPv6 address, the corresponding Link-Layer|None

address, and the current state of the entry.
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GARP Timer Parameters

Generic Attribute Registration Protocol (GARP) was defined by the IEEE 802.1 working group to provide a
generic framework. GARP defines the architecture, rules of operation, state machines, and variables for the
registration and de-registration of attribute values.

The GARP Timer parameters are exchanged by creating the applications via GVRP (GARP VLAN Registration
Protocol) to set the attributes of Timer.

Note that you need to set the same GARP timer values on all Layer 2 switches to ensure that the system
works successfully.

GARP Timer Parameters

Join Time (ms) 200
Leave Time (ms) 600
Leaveall Time (ms) 10000

Join Time

Description
None Specifies the period of the join time 200
Leave Time
Setting Description Factory Default
None Specifies the period of leave time 600

Leaveall Time

Factory Default

None Specifies the period of leaveall time 10000
g
/7  NOTE
Leave Time should be at least two times more than Join Time, and Leaveall Time should be larger than
Leave Time.

System Time Settings

System Time Settings

Current Time I_\ :E:‘](ex: 04:00:04)

!
Current Date - | f’i-_l(er 200211113)
Start Dats - BN - & B |
End Dae B B B -
Dffset |707V7I hout(s)

Activate

System Up Time OdOhEm1Es
Time Zone \__(GMTJGmenwiﬁh Mean Time: Dublin, Edinborgh, Lishon, London |
1st Time Servar IP/hama time nist g0 ,
2nd Time Server IP/MName ‘ |
Time Server Query Period
Tirme Protocal
MNTR/SNTP Server

The Moxa switch has a time calibration function based on information from an NTP server or user specified
time and date. Functions such as automatic warning emails can therefore include time and date stamp.
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The list of models support real-time clock as shown in the table below:

Type Models Supported

EDS-405A-PTP, EDS-600/700/800 series, EDS-P510/P510A-8PoE, EDS-G509,
IKS-6726/6726-8P0oE/6728, IKS-G6524/G6824, ICS-G7000 series

EDS-400A series (except EDS-405A-PTP), EDS-505A/508A/510A/516A/518A,
EDS-P506A-4PoE

With real-time clock

Without real-time clock

7/ NOTE

The user must update the Current Time and Current Date after rebooting the switch (even models with
real-time clock will lose time information if shut down for a few days). The user must pay particular
attention to this when there is no NTP server, LAN, or Internet connection.

Current Time

Description Factory Default
User-specified time Allows configuration of the local time in local 24-hour format. [None

Current Date

User-specified date Allows configuration of the local date in yyyy-mm-dd format. [None

Daylight Saving Time

The Daylight Saving Time settings are used to automatically set the Moxa switch’s time forward according to
national standards.

Start Date
Description Factory Default
User-specified date Specifies the date that Daylight Saving Time begins. None
End Date
User-specified date Specifies the date that Daylight Saving Time ends. None
Offset
Description Factory Default
- Specifies the number of hours that the time should be set
User-specified hour None

forward during Daylight Saving Time.

System Up Time

Indicates how long the Moxa switch remained up since the last cold start. The up time is indicated in
seconds.

Time Zone

Specifies the time zone, which is used to determine the local |GMT (Greenwich

Time zone time offset from GMT (Greenwich Mean Time). Mean Time)

/7 NOTE

Changing the time zone will automatically correct the current time. Be sure to set the time zone before
setting the time.

Time Server IP/Name

Description Factory Default
IP address or name of |The IP or domain address (e.g., 192.168.1.1,
time server time.stdtime.gov.tw, or time.nist.gov).

None
IP address or name of |The Moxa switch will try to locate the secondary NTP server if

secondary time server |the first NTP server fails to connect.
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IEEE

Time Server Query Period

Setting Description Factory Default
'lla':arlr—wi(e;dServer Query Define the time period to query NTP server 600 sec

Time Protocol
Setting Description Factory Default
NTP (Network Time Protocol) is used to synchronize time with

NTP -
multiple time servers. The time accuracy is up to 50 ms.
SNTP stands for Simple Network Time Protocol). The

SNTP synchronization process of SNTP is simpler than NTP. The time|_

accuracy is up to 1 second, which is suitable for low time
accuracy requirements.

Enable NTP/SNTP Server

Factory Default

Enable/Disable Enables SNTP/NTP server functionality for clients Disabled

1588 PTP

/0

NOTE
IEEE 1588 PTP only supported in PTP models.

The following information is taken from the NIST website at http: //ieee1588.nist.gov/intro.htm:

“Time measurement can be accomplished using the IEEE Standard for a Precision Clock Synchronization
Protocol for Networked Measurement and Control Systems (IEEE 1588-2008) to synchronize real-time
clocks incorporated within each component of the electrical power system for power automation
applications.

IEEE 1588, which was published in November 2002, expands the performance capabilities of Ethernet
networks to control systems that operate over a communication network. In recent years an increasing
number of electrical power systems have been using a more distributed architecture with network
technologies that have less stringent timing specifications. IEEE 1588 generates a master-slave relationship
between the clocks, and enforces the specific timing requirements in such power systems. All devices
ultimately get their time from a clock known as the grandmaster clock. In its basic form, the protocol is
intended to be administration free.”

How does an Ethernet switch affect 1588 synchronization?

The following content is taken from the NIST website at http://ieee1588.nist.gov/switch.htm:

“An Ethernet switch potentially introduces multi-microsecond fluctuations in the latency between the 1588
grandmaster clock and a 1588 slave clock. Uncorrected these fluctuations will cause synchronization errors.
The magnitude of these fluctuations depends on the design of the Ethernet switch and the details of the
communication traffic. Experiments with prototype implementations of IEEE 1588 indicate that with suitable
care the effect of these fluctuations can be successfully managed. For example, use of appropriate statistics
in the 1588 devices to recognized significant fluctuations and use suitable averaging techniques in the
algorithms controlling the correction of the local 1588 clock will be the good design means to achieve the
highest time accuracy.”
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Can Ethernet switches be designed to avoid the effects of these
fluctuations?

A switch can be designed to support IEEE 1588 while avoiding the effects of queuing. In this case two
modifications to the usual design of an Ethernet switch are necessary:

< ] e S -
- V) . .l:lll||||| .
“-“"""*b -::-'-iil T
' ““II" )
Grandmaster Boundary Clock: .
Clock: Slave to the Ordinary Clock:
Determines the grandmaster Slave to its master
time base for the clock and master
system to its slave

1. The Boundary Clock and Transparent Clock functionalities defined by IEEE 1588 must be
implemented in the switch.

2. The switch must be configured such that it does not pass IEEE 1588 message traffic using the normal
communication mechanisms of the switch.

Such an Ethernet switch will synchronize clocks directly connected to one of its ports to the highest possible
accuracy.

/7 NOTE

If the CM-600-4TX-PTP module is not installed, then the EDS-600 only supports software-based IEEE
1588.
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Configuring PTP

PTP Setting

Operation [“IEnable PTP

Clack Mode |v2 E2E BC v|

logSyncinterval 0(1sec)

logAnnouncelnterval 12 sec) w

announceReceiptTimeout

logMinDelayReqglnterval 0(1sec) «

Domain Mumber O(_DFLT) »

Transport of PTP

priarity1

priority2

clockClass

clockAccuracy 0x21

Timescale

ARB Time —

UTC Offset Valid

UTC Offset o ]

Offset To Master(nsec)

Mean Path Delay(nsec)

Step Removed

Parent Identity

Grandmaster ldentity

Grandmaster clockClass

Grandmaster clockAccuracy

Grandmaster priority1

Grandmaster priority2

Current UTC Offset Valid

Current UTC Offset

Leaps9

Leap61

Timescale

Time Source

Port Enable Port Status 5
11 [JEnable PTP_DISABLED
1-2 [JEnable PTP_DISABLED
1-3 ClEnable PTP_DISABLED =
14 ClEnable PTP_DISABLED
2-1 ClEnable PTP_DISABLED -
<
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IEEE 1588/PTP Operation

Operation
Setting Description Factory Default
Enable PTP Globally disables or enables IEEE 1588 operation. Disabled

IEEE 1588/PTP Configuration

Clock Mode (sets the switch’s clock mode)
Setting Description Factory Default
vl BC Operates as an IEEE 1588 v1 boundary clock.

Operates as an edge-to-edge IEEE 1588 v2 transparent clock
with 2-step method.

Operates as a peer-to-peer IEEE 1588 v2 transparent clock vl BC
with 2-step method.

v2 E2E BC Operates as an edge-to-edge IEEE 1588 v2 boundary clock
v2 P2P BC Operates as a peer-to-peer IEEE 1588 v2 boundary clock

v2 E2E 2-step TC

v2 P2P 2-step TC

logSyncInterval (sets the synchronization message time interval)
Setting Description Factory Default
0(1s),1(2s),2(4s),3(8s),or4 (16 s). Supported in

0,1,2,3,0r4 TEEE 1588 V1.

0
3.2 -1.0 or 1 -3 (128 ms), -2 (256 ms), -1 (512 ms), 0 (1 s), or 1 (2 s).
roemromn Supported in IEEE 1588 V2.
logAnnouncelnterval (sets the announce message interval)
Setting Description ———— — — [Factory Default
0,1,2,3,0r4 0(1s),1(2s),2(4s),3(8s),0or4(165s) 1(25s)

announceReceiptTimeout
Description Factory Default

Description Factory Default
0,1,2,3,4,0r5 Minimum delay request message interval 0 (1 sec.)

logMinPdelayReqInterval

Minimal delay request message interval:
1,0,1,2,3,0r4 -1(512ms),0(1s),1(2s),2(4s),3(8s),0r4(32s) 0 (1 sec)
(Available in Clock Mode: v2 P2P 2-step TC, and v2 P2P BC)

Domain Number

_DFLT (0), _ALT(1), Subdomain name (IEEE 1588-2002) or the domain Number

_ALT(2), or _ALT(3) (IEEE 1588-2008) fields in PTP messages ~DFLT (0)

Transport of PTP (transport protocol of an IEEE 1588 PTP message)

e IEEE 1588 PTP V1 supports IPv4 only

IPv4 or 802.3/Ethernet || 1-cc 1588 pTP v2 supports both IPv4 and IPV6. IPv4

priority1

Description Factory Default
0 to 255 Sgt f!rst priority value; 0 = highest priority, 255 = lowest 128

priority.
priority2

Description Factory Default
0 to 255 Sﬁi;’:—;ond priority value; 0 = highest priority, 255 = lowest 128
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clockClass
Setting Description Factory Default

0 to 255 The clockClass attribute denotes the traceability of the time or 248
frequency distributed by the grandmaster clock.
clockAccuracy
Setting Description Factory Default
The clockAccuracy characterizes a clock for the purpose of the
0x21 best master clock (BMC) algorithm. This value is fixed at 0x21
0x21, which means the time of the EDS switch is accurate to
within 100 ns.
Timescale
Setting  bescription ________________________[Factory Default |

PTP timescale: In normal operation, the epoch is the PTP
epoch and the timescale is continuous. The time unit is SI
seconds, as realized on the rotating geoid (SI:
International System).

PTP or ARB e« ARB tim_e_scaleg In normal operation, the epoch is set by PTP
an administrative procedure. The epoch can be reset
during normal operation. Between invocations of the
administrative procedure, the timescale is continuous.
Additional invocations of the administrative procedure
may introduce discontinuities in the overall timescale.

ARB Time

The geoid of the PTP clock reference time (seconds).

Leap59

Description Factory Default
The last minute of the current UTC day contains 59 seconds. If
the epoch is not PTP, the value will be set to FALSE.

True or False False

Leap61

Setting Description
The last minute of the current UTC day contains 61 seconds. If
the epoch is not PTP, the value will be set to FALSE.

Factory Default

True or False False

UTC Offset Valid

Setting Description Factory Default
The initialization value will be TRUE if the value of the current

True or False UTC offset is known to be correct; otherwise, it will be FALSE. False

UTC Offset

Setting Description Factory Default
0 to 255 The known UTC offset (seconds). 0

Status

Setting Descripton ________|Factory Default
N/A Shows the current IEEE 1588 PTP status. N/A

PTP Port Settings

Shows the current switch PTP port settings.
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Turbo Ring DIP Switch

The Turbo Ring DIP Switch page allows users to disable the 4th DIP switch located on the EDS’s outer
casing. The default is enabled with Turbo Ring v2 protocol. Once the user changes the 4th hardware DIP
switch configuration to ON, the switch will start to initiate the Turbo Ring redundancy protocol based on the
configuration. The detailed description is given below:

Turbo Ring DIP Switch

Disable the Turbo Ring DIP Switch

1. To enable the entire set of Hardware DIP switches, uncheck the "Disable the Turbo Ring DIP Switch” option.
2. To disable the entire set of Hardware DIP switches, check the "Disable the Turbo Ring DIP Switch” option.

Set DIP switch as Turbo Ring
* Set DIP switch as Turbo Ring V2

Setting Description Factory Default
Unchecked:
The Turbo Ring protocol will be
activated automatically when the
4th DIP switch is moved to the ON
Disable the Turbo Ring DIP switch |position. unchecked

Checked:

The Turbo Ring protocol will not be
activated automatically, regardless
of the position of the 4th DIP switch.

If the DIP switch is enabled, Turbo
Ring protocol will be enabled when
the DIP switch is moved to the ON
position.

If the DIP switch is enabled, Turbo
Ring v2 protocol will be enabled
when the DIP switch is moved to the
ON position.

Set DIP switch as Turbo Ring

Set DIP switch as Turbo Ring v2

Set DIP switch as Turbo Ring v2

NOTE

If the 4th DIP switch (Turbo Ring) is configured to ON, you will not be able to disable the Turbo Ring DIP
switch from the web interface, console, or Telnet.

NOTE

If you would like to enable VLAN and/or port trunking on any of the last four ports, do not use the fourth
DIP switch to activate Turbo Ring. In this case, you should use the Web, Telnet, or Serial console to
activate Turbo Ring.
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System File Update

Update System Files by Remote TFTP

The Moxa switch supports saving your configuration or log file to a remote TFTP server or local host. Other
Moxa switches can also load the configuration at a later time. The Moxa switch also supports loading
firmware or configuration files from the TFTP server or a local host.

Update System Files by TFTP

TFTP Server IP/Name

Configuration Files Path and Name

Firmware Files Path and Name

Log Files Path and Name | |
TFTP Server IP/Name
Setting Description Factory Default
IP address of TFTP Specifies the IP address or name of the remote TFTP server.

- . . ) None

server Must be specified before downloading or uploading files.

Configuration Files Path and Name
Setting Description Factory Default
Specifies the path and file hame of the Moxa switch’s

Max. 40 ch t
ax. 40 characters configuration file on the TFTP server.

None

Firmware Files Path and Name

Description Factory Default
Max. 40 characters fS“peecmes the path and file name of the Moxa switch’s firmware None

Log Files Path and Name

Max. 40 characters Specifies the path and file name of the Moxa switch’s log file. |[None

After setting the desired paths and file names, click Download to download the prepared file from the
remote TFTP server, or click Upload to upload the desired file to the remote TFTP server.

Update System Files from Local PC
Update System Files from Local PC

Configuration File

Log File
Upgrade Firmware |
Upload Configure Data

Configuration File

Click Export to save the Moxa switch’s configuration file to the local host.
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Log File

Click Export to save the Moxa switch’s log file to the local host.

/7 NOTE

Some operating systems will open the configuration file and log file directly in the web page. In such
cases, right click the Export button to save the file.

Upgrade Firmware

To import a new firmware file into the Moxa switch, click Browse to select the firmware file that is saved on
your computer. The upgrade procedure will proceed automatically after clicking Import.

Upload Configure Data

To import a configuration file into the Moxa switch, click Browse to select the configuration file already
saved on your computer. The upgrade procedure will proceed automatically after clicking Import.

ABC (Auto-Backup Configurator) Configuration

You can use Moxa’s Automatic Backup Configurator to save and load the Moxa switch’s configurations
through the switch’s RS-232 console port.

ABC (Auto-Backup Configurator) Configuration

¥ Auto load ABC’s system configurations when system boots up
Save the current configurations to ABC
Load the ABC's configurations to Switch
Restart

This function provides users with a quick way to restart the system.

Restart

This function will restart the system.

Moxa Managed Ethernet Switch User Manual 30



Reset to Factory Default

Reset to Factory Default

This function will reset all settings to their factory default values.
Be aware that previous settings will be lost.

This function provides users with a quick way of restoring the Moxa switch’s configuration to factory
defaults. The function is available in the serial, Telnet, and web consoles.

/7 NOTE

After restoring the factory default configuration, you will need to use the default network settings to re-

establish the web or Telnet console connection with the Moxa switch.

Loop Protection

The switch is designed with a loop checking mechanism: Send a control BPDU from the Ethernet port and
check if this control BPDU will be sent back to the switch again. If the looping occurs, the switch will
automatically block the Ethernet port to prevent looping.

Loop Protection

Enable

Check the Enable box and click Activate to enable the Loop protection.

Enable Loop Protection

Description

Select the Enable checkbox to enable the loop protection
Enable )
function.
. Deselect the Enable checkbox to disable the loop protection
Disable .
function.

Factory Default

Disabled

Using Port Trunking

Link aggregation involves grouping links into a link aggregation group. A MAC client can treat link
aggregation groups as if they were a single link.

The Moxa switch’s port trunking feature allows devices to communicate by aggregating up to 4 trunk
groups, with a maximum of 8 ports for each group. If one of the 8 ports fails, the other seven ports will
automatically provide backup and share the traffic.

Port trunking can be used to combine up to 8 ports between two Moxa switches. If all ports on both
switches are configured as 100BaseTX and they are operating in full duplex, the potential bandwidth of the
connection will be 1600 Mbps.
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The Port Trunking Concept

Moxa has developed a port trunking protocol that provides the following benefits:

e Greater flexibility in setting up your network connections, since the bandwidth of a link can be doubled,
tripled, or quadrupled.

¢ Redundancy—if one link is broken, the remaining trunked ports share the traffic within this trunk group.

e Load sharing—MAC client traffic can be distributed across multiple links.

To avoid broadcast storms or loops in your network while configuring a trunk, first disable or disconnect all

ports that you want to add to the trunk or remove from the trunk. After you finish configuring the trunk,

enable or re-connect the ports.

If all ports on both switch units are configured as 100BaseTX and they are operating in full duplex mode,

the potential bandwidth of the connection will be up to 1.6 Gbps. This means that users can double, triple,

or quadruple the bandwidth of the connection by port trunking between two Moxa switches.

Each Moxa switch can set a maximum of 4 port trunking groups. When you activate port trunking, certain

settings on each port will be reset to factory default values or disabled:

¢ Communication redundancy will be reset
e 802.1Q VLAN will be reset
e  Multicast Filtering will be reset

e Port Lock will be reset and disabled.

e Set Device IP will be reset

e  Mirror will be reset

After port trunking has been activated, you can configure these items again for each trunking port.

Port Trunking Settings

The Port Trunking Settings page is where ports are assigned to a trunk group.

Port Trunking Settings

Trunk Group
- Enable
- Enable
=] 1-1 Yeg
= 1-2 Yes
| 1-3 Yas
| 1-4 Yas

Step 1:

Step 2:

Step 3:

Step 4:

[Trk1 ]

B

Trunk Type iStatic-Vi

Up

100Tx,RJ45.
100Tx, RJ45.
100Tx, RJ45.
100Tx, RJ45.

Select the desired Trunk Group
Select the Trunk Type (Static or LACP).

Select the desired ports under Available Ports and click Up to add to the Trunk Group.
Select the desired ports under Member Ports and click Down to remove from the group.

Auto
Auto
Auto
Auto

FOX Flow Cirl

Dizable
Disable
Dizable
Dizable

Moxa Managed Ethernet Switch User Manual

32



Trunk Group (maximum of 4 trunk groups)

Description Factory Default

Trk1, Trk2, Trk3, Trk4

(depends on switching

chip capability; some |Specifies the current trunk group. Trk1
Moxa switches only

support 3 trunk groups)

The EDS 400A series does not support Port Trunking. The number of Trunk Groups for other models are
listed in the following table:

No. of Trunk Groups |Model
2 EDS-505A, EDS-P506A-4PoE, EDS-516A
3 EDS-518A
4 For other models
Trunk Type
Setting Description Factory Default
Static Selects Moxa’s proprietary trunking protocol. Static
LACP Selects LACP (IEEE 802.3ad, Link Aggregation Control Static
Protocol).

Available Ports/Member Ports
Setting Description Factory Default

. Lists the ports in the current trunk group and the ports that
Member/Available ports are available to be added. N/A
Check box Selects the port to be added or removed from the group. Unchecked
Port How each port is identified. N/A
Port description Displays the media type for each port. N/A
Name Displays the specified name for each port. N/A

Indicates the transmission speed for each port (1G-Full,
Speed 100M-Full, 100M-Half, 10M-Full, or 10M-Half). N/A
FDX flow control Ir_1d|cates if the FDX flow control of this port is enabled or N/A
disabled.
Up Add selected ports into the trunk group from available ports. [N/A
Down Remove selected ports from the trunk group. N/A
Trunk Table
Trunk Group Mermber Port
Tl 1-1 Success
Tl
(Static) 1-2 Success
1-3 Success

Trunk Table

Setting Description

Trunk group Displays the trunk type and trunk group.
Member port Displays the member ports that belong to the trunk group.
e Success means port trunking is working properly.
Status - L -
e Fail means port trunking is not working properly.
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Configuring SNMP

The Moxa switch supports SNMP V1, V2c, and V3. SNMP V1 and SNMP V2c use a community string match
for authentication, which means that SNMP servers access all objects with read-only or read/write
permissions using the community strings public and private by default. SNMP V3 requires that you select an
authentication level of MD5 or SHA, and is the most secure protocol. You can also enable data encryption to
enhance data security.

Supported SNMP security modes and levels are shown in the following table. Select the security mode and
level that will be used to communicate between the SNMP agent and manager.

Protocol
Version

UI Setting Authentication Encryption |[Method

V1, V2c Read Uses a community string match for

Community string |No

SNMP V1, Community authentication.
V2c V1, vac Uses a community string match for
Write/Read Community string [No S 4 9
. authentication.
Community
No-Auth No No Uses an account with admin or user to access

objects

Provides authentication based on HMAC-MD5,
or HMAC-SHA algorithms. 8-character
passwords are the minimum requirement for

Authentication
MD5 or SHA |based on MD5 or No

SNMP V3 SHA authentication.
Provides authentication based on HMAC-MD5
Authentication Data or HMAC-SHA algorithms, and data encryption
MDS5 or SHA |based on MD5 or encryption key. 8-character passwords and a data
SHA key encryption key are the minimum requirements

for authentication .and encryption.

These parameters are configured on the SNMP page. A more detailed explanation of each parameter is
given below the figure.

SNMP
SNMP Versions V1, Ve -
V1.V2c Read Community |public
V1.V2c Write/Read Community |private
Admin Auth. Type No-Auth

Admin Data Encryption Key |
User Auth. Type MNo-Auth

User Data Encryption Key |

1st Trap Server IP/Name
1st Trap Community public
2nd Trap Server IP/Name
2nd Trap Community public

Trap
Retries (1~99)
Timeout (1~300s)

Switch Object ID enterprise.8691.7.17
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SNMP Read/Write Settings

SNMP Versions

Description Factory Default

V1, V2c, V3, or
V1, V2c, or
V3 only

Specifies the SNMP protocol version used to manage the

V1, V2
switch. r Ve

V1, V2c Read Community
Description Factory Default
Specifies the community string to authenticate the SNMP
agent for read-only access. The SNMP agent will access all
objects with read-only permissions using this community
string.

Max. 30 characters

Public

V1, V2c Write/Read Community

Description Factory Default
Specifies the community string to authenticate the SNMP
agent for read/write access. The SNMP server will access all
objects with read/write permissions using this community
string.

Max. 30 characters Private

For SNMP V3, two levels of privilege are available accessing the Moxa switch. Admin privilege provides
access and authorization to read and write the MIB file. User privilege allows reading of the MIB file only.

Admin Auth. Type (for SNMP V1, V2c, V3, and V3 only)
Setting Description Factory Default

Allows the admin account to access objects without
No-Auth - No
authentication.
MD5- Authentication will be based on the HMAC-MD5 algorithms. 8-
character passwords are the minimum requirement for No
Auth o
authentication.
SHA- Authentication will be based on the HMAC-SHA algorithms. 8-
character passwords are the minimum requirement for No
Auth .
authentication.

Admin Data Encryption Key (for SNMP V1, V2c, V3, and V3 only)

Setting _____|Description _____ _ ______________|Factory D